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1. HARDWARE INTRODUCTION

PW2X, HF2211, HF9610, and HF2221 are serial ports to Ethernet and Wi-Fi serial
servers. The hardware interfaces of HF2211 and HF9610 are exactly the same, but
HF9610 is specially optimized for the application scenarios of remotely reading and
writing PLC programs. The recommended application is HF9610. HF2221 has one more
serial port and network port than HF2211. This article mainly uses HF2211 as an example.
The usage of other products is similar. This article mainly introduces the configuration
using the 10TService tool, but the webpage can also be configured, and the content is
repeated without special instructions.

The related tools mentioned in this article can be downloaded from the official
website.

http://www.hi-flying.com/index.php?route=download/category&path=1 4

1.1 HF2211/HF9610 Hardware Introduction

1 RS232 / RS485 / RS422 serial port

1 network port, default WAN, can be configured as LAN.

® \WAN: Obtain IP from superior equipment, router has only one WAN port, obtain
IP from superior access operator.

® LAN: Assign IP to lower-level equipment. The router usually has 4 LAN ports.

802.11bgn router-level Wi-Fi.

=7 < EEEEE  rues

RS4851422  Ethernet PLC R3485u22 Eheme! PLC

HF2211
PLC Remote Control Element

WIFi Serial Device Server 1 Usrt PLC & 1 Evarmat PLC +—o WIFS

‘ RS232/485/422+—WIF/Ethernet

Power ¢ Power
Link » Link

Active » Active

Prot 1 mC H.“?j)
Y Protect \( ec C Aol

Reloadoff on ) Reload off on (g_qoo-

1.2 HF2221 Hardware Introduction

2 RS232 / RS485 /| RS422 serial ports
2 network ports, 1 default WAN, can be configured as LAN, and the other LAN.
802.11bgn router-level Wi-Fi.
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1.3 PW2X Hardware Introduction
1 RS485(PW21) or RS232(PW20) serial ports

RS485/422-2

2 Ports WiFi Serial Device Server

1 network ports, 1 default WAN, can be configured as LAN, and the other LAN.

802.11bgn router-level Wi-Fi.
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2. INITIAL SETUP

HF Products provide multiple methods to config, webpage and IOTService tools.
Webpage is easy to use, but only for local setup and can not manage multiple device,
recommend to use I0OTService tools.

2.1 Webpage Set

Power on product:

¢ EWI1X green LED will be repeat flash on 0.3s, then off 0.3s, indicate it works normally.
¢ HF2211S Link LED will be repeat flash on 0.3s, then off 0.3s, indicate it works normally.
¢ PW1X Net LED will be repeat flash on 0.3s, then off 0.3s, indicate it works normally.
PC Wi-Fi to search AP, different products with different SSID, XXXX is the end 4
characters of MAC.

¢ EWI1X SSID is EW10_XXXX or EW11_ XXXX.

¢ HF2211S SSID is HF2211S_ XXXX

¢+ PWI1X SSID is PW11_XXXX

Set PC IP with Auto DHCP.

Internet #MUAEE 4 (TCR/IPvd) EiE x
2 =REE

MEEEEERHIIEE, NWALEREEER 1P =8, T, FEEMNH
ERHEERMEEEEN IPEE.

O EFRTER IP #B4HS):

@ E3EE DNS [RESEnIE)

O FEFTE DNS RESHE):

BEHERIEL =EV).

PC Wi-Fi connect to products and got IP as following picture

9- EW11 4CTA
V7

7% Internet, FHik

Bt
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IPvE == FoPEEEEI R
Eiias E=A
S51D: EW11_4CTA
EARETED 00:01:23
EE: 72.2 Mbps
BEEE: :!!!!

z@zsE. | mEEmw) |
br- 5}
=

CEE — &E!ﬂ —_ Sl
5 2,342 | 5,423

- GEen | 2RO

[ ewo |

FEEESRER x
FIFEEEEREE(D)

Bt =1

EEEEN DNS EE

by Intel(R) Dual Band Wireless-AC 3165

EnEHEhE 04-D3-B0-22-67-B2

EEH DHCP =

1Pva HihtE 10.10.100.150

1Pvd FRi¥EERE 255.255.255.0

HEELMETE 202038180 15:14:32

AR ETE 2020528198 15:14:32

1Pvd BELA R 10.10.100.254

IPvd DHCP lBSEE 10.10.100.254

IPvd DNS FRE=E 10.10.100.254

IPvd WINS lBSEE

EEH NetBIOS over Te... &

EE- A IPv6 Hith fe80:79d4:d283:f685:a419%9

IPvE BELA R

IPvE DNS [RESE

Brower input 10.10.100.254, input default user name and password with admin/admin to

login in. The main page

is as following.

< C @ #== 10.10.100.254/indexhtml

AR préi) IfE

ey & EE ? SEmE @ ucEFH @ amEm ) AAR

* B @ :

HitH=

English v

{Q) sTaTus

|;| SYSTEM SETTINGS
SERIAL PORT SETTINGS

1 COMMUNICATION
SETTINGS

OO ADVANCED SETTINGS 4

@ OTHERS

Status

Systemn running status overview

System State

Product Name
EW11

DHCP
Enable

Subnet Mask
0.0.0.0

DNS
223.5.5.5

System Time
NTP Disabled

Remaining RAM
38072

Configuration Protected
Disable

WiFi Rssi
-1

MAC
98D863584CTA

P
0.0.00

Gateway
0.0.00

Firmware Version
1.42.5i

Total Running Time
0-Day 0:4:24

Max Block Size
38072

WiFi State
Disconnected

Status
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Default UART parameters is as following.

Serial Port Settings

{0} sTatus - :
change the device serial port settings
L[] SYSTEM SETTINGS Basic Settings
Basic settings information

[-] SERIAL PORT SETTINGS Baud Rate 115200 '

Data Bit 3 v
1, COMMUNICATION
SETTINGS Stop Bit ] .
C<O ADVANCED SETTINGS ¢ Parity None v

€% OTHERS Buffer Settings

Default socket parameters is as following.

=]

Communication Settings

1) status .
change the device socket seftings

[] SYSTEM SETTINGS netp +Add
Basic Settings Communication Settings

[>-] SERIAL PORT SETTINGS

Name netp
b SOCKET SETTINGS
Protocol Tcp Server v
CO ADVANCED SETTINGS «

Socket Settings

@ OTHERS
Local Port 8899
Buffer Size 512
Keep Alive(s) &0
Timeout(s) 0

Products by default works as AP mode, if need to set it connect to router, set it to STA or
AP+STA working mode as following. Select the scanned list and input the router
password.

Note: setting is valid after reboot.

http://www.iotworkshop.com 8 Copyright © 2013 . All rights reserved
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WiFi Settings

WiFi Mode ‘ STA v
STA SSID EW11
STA KEY STA KEY &
1D ssID Rssi | Channel Security Choose
1 UPGRADE-AP aaaa 100 5 i Q
2 | 1111@#$%A&(0_+ | 100 11 + @
3 LAND 95 1 + Q
4 UPGRADE-AP 96 11 x Q
5 OULUN_TEST 94 5 x Q
6 WX-114 92 10 x 9]
7 kingsir 92 11 i O

If need static IP in STA mode, set DHCP to off and input static IP.
Note: setting is valid after reboot.

) sTaTUS
1 SYSTEM SETTINGS
5] SERIAL PORT SETTINGS

-:1 COMMUNICATION
ETTINGS

XD ADVANCED SETTINGS <«

g OTHERS

System Settings

Change the device system settings

Authentication

User Name admin
Password | sssss D)
Basic Settings
Host Name EW11

WAN Settings
DHCP _m

WAN IP [0.0.0.0 ]
The WAN IP field must contain a valid IP.

Subnet Mask [ 0.0.00 ]

The Subnet Mask field must contain a valid IP.

Gateway [ 0.0.00 ]

The Gateway field must contain a valid IP.

DNS 223555

If upgrade firmware at the following position.

Basic Settings

http://www.iotworkshop.com 9 Copyright © 2013 . All rights reserved
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English v

Others

STATUS
ﬁ change the device other settings

] SYSTEM SETTINGS Backup/Restore Configuration
Backup/Restore Configuration

SERIAL PORT SETTINGS Backup

Restore + Choose File
1 COMMUNICATION _

SETTINGS :
Upgrade
C©O ADVANCED SETTINGS ¢ ] -
Firmware + Choose File

OTHERS ' |
® Factory Settings

There is another internal webpage for upgrade the firmware and webpage (external config
webpage as above, this source code is open at our website for customer to change).
Login with IP/hide.

Webpage source file:
http://www.hi-flying.com/download-center-1/application-notes-1/download-item-iot-device-
webpage-source-code

< C © F==10.10.100.254/hide Tr
# A il TIe my oW EE ? =EmE @ ucETR @ sZmE O AURE

Upgrade application \
RN | FEETEE

Upagrade customized webpage

“._Webpage file

Firmware file

HEEN | FREEEAE

2.2 10TService Set

IOTService is simple to manage the products, config and even communicate with it.
Download address:
http://www.hi-flying.com/download-center-1/applications-1/download-item-iotservice
Install IOTService and register account in the IOTBridge
cloud(http://bridge.iotworkshop.com/) according to that tools doc.

PC connect to products AP(Same as previous chapter), and open tools, The device will be
shown in I0TService.

&Y 1L.O.T Service - x
Management (M) Setting (C] Help (H) - =2y vy
Serial Config @ Config Status VirPath Disconnected
SN|DevType| MAC Address| HostName 1P Pasition VirPath Status SW Ver

1|[EW11  |98DB63584CTA|EWT1 10.10.100.254 Local Online |1.42.5i

Note: See |IOTService doc for more detailed usage, here just simply use it.

http://www.iotworkshop.com 10 Copyright © 2013 . All rights
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Double click the product list to see the device status.

T

TE T T T T

¥ Device Status Y
r System rSOCKET r Network
SOCKET Name: HostName: EW11
Protocol: MQTT DHCP: Enable
Status: Discannect IP Address: 0.0.0.0
Server IP: 47.115.117.98 Mask: 0.0.0.0
Recv Bytes: 0 Recv Frames: 0 Gate Way: 0.0.0.0
Send Bytes: 0 Send Frames: 0 MAC Address: 980B63584CTA
Fail Bytes: 0 Fail Frames: 0
Product ID: EW11
rUART
Software Version: 1.42.5i
RTC Time: MNTP Disabled
. Config: 115200,8,1, NONE
Up Time: 0-Day 2:14:39
Recv Bytes: 9 Recv Frames: 6
Total Free Memory: 16376
. Send Bytes: 0 Send Frames: 0 | Reload |
Max Block Size: 16376 Edit
Fail Bytes: 0 Fail Frames: 0 |
Restart |
Click Edit to change product setting.
Note: some setting need reboot to be valid. Better do restart operation after setting.
£} Device Setting *
r System r SOCKET rWiFi
- i Mode: AP -
ver | bamin] | | ¢oeker Name: | [}
e admin] _ AP SSID: EW11.4C7A] [ Hide
HostMame: | EW1 1| — AP Key: |
o : Server Addr: maqtt.guanliyuan.vip AP Channel: |AUTO |v|
1P Address: Server Port: 1883 STA SSID:
Mask: Local Port: Q STA Key:
Gate Way: Keep Alive: 60 | Scan |
DRs: | 223'5'5'5| Time Out: 0
Network Mode: Foie T-1 | | Roue
Longitude: | 0.0|
Buffer Size: 512
Latitude: | 0.0|
| Newsocker | | SOCKETDel |
rUART
Baudrate: [115200  [~] IP Address: | 10.10.100.254]
Data Bits: Mask: | 255,255.255.0]
T | | o e T5]
Parity: A |—|—| | Caonfirm | | Cancel | | Detail |
. Z Export Impart VirPath
Flow Control: [Half-Duplex| ] S | P | | P | | |
Buffer Size: 512 | FsetUpd.. | | FsSetClear | [ DiDo |

Set to STA or AP+STA mode to make products connects to router, and may also set

static IP.

http://www.iotworkshop.com
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£} Device Setting x
- System ~SOCKET - WiF
Mzer dmi Made: STA -
sdmin | ockeT Name: ' ¥
Password: admin AP SSID: [ Hide
N Cua— |
HostName: EW11 AP Key:
e CeiE - Server Addr: magtt.guanliyuan.vip AP Channel: AUTO | - ‘
IP Address: S bt Q‘I%S STA SSID: ‘ EW11|
Mask: Local Port: 0 STA Key: ‘ |
Gate Way: Keep Alive: | 60| ‘ Scan |
DNS: 223.55.3] 1 Scan X
Network Mode: [Rovter T~ § | select | Channel SSID MAC Address RSSI Has Key
Longitude: 0.0 (] 4] UPGRADE-AP_aaaa C8:3A:35:54B3:70 100 Yes o
B (] 1 1111@#3% " 8=(0_+ 7844 FD26:9A7C 100 Yes
Latitude: | 0.0] [ 1 LAND 3C:33:00:A8:35:2C 94 Yes
o 10 WX-114 88 No
o 5 HF-LPB130 84 No
Q 1 UPGRADE-AP 80 No L
I; ] 6 ChinaNet-xuanyin 64 Yes
o 3 OPPO R15 61 Yes
r UART — [} 13 tp_jiehui 59 Yes.
| ] 11 HF2211_A990 50 No
Liedrar Lz I:D u (] 11 yongheng 57 Yes 15
(] 6 HF-Demo-Specia 54 Yes
Baudrate: 15200 [~] ! [ 13 JACK 2G BC:AB:BE:66:85:F0 52 Ves
. [#] 1 ZHE 24:69:68:7TR68:6E 49 Yes
Pata Bits: ! (8] 11 TP-LINK_4C6F 34196721 9:4Ci6F 49 Yes |
- 1 A =" EA:28.52 57O EA AT Vac hd
Parity g | Res | [ comfim || clse |
Flow Control: Half-Duplex :

Buffer Size:

|

512

[TLAN Separate

F-Set Clear | ‘

http://www.iotworkshop.com
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3. SERIAL PORT SETTINGS

3.1. Serial Port Tool SecureCRT

Open SecureCRT find an executable program, click Open.
Click the Quick Connect button to create a connection.

@ serial-comd - SecureCRT

Fle Edit View Options Transfer Script Tools Window Help

?@Qﬂ Enter host <Alt+R= EEWF=N: : A= | ﬁi% ? (7] %

+" serial-comd x

3.2. Setting Serial Port Parameters

Protocol: Serial

Port: The port that the computer is actually connected to (see "My Computer"->
"Device Manager"-> "Ports (COM and LPT)", as shown in the figure.
4 T &0 (COM A LPT)

L 7 EfEE0 (CcoM1) )

Quick Connect >

Protocol: Serial e

The port may be manually entered or selected from the list,

Part: |COI‘~"I3 IISE Serial Port i |
faud rate: 115200 w Flow Control
S . []D1R/DSR
Nata bits: A P
D B ,
parity: Nane ¥ | OxonxorF
Gtop bits: i o
Show quick connect on startup Save session

Open in a &b

Note: The default serial port data of the device is as shown in the figure above. Users can
modify the working parameters of the product by using IOTService.

3.3. Cli Instruction Mode

Data transmission needs to be in the transparent transmission mode (the default
transparent transmission mode upon power-on). If you need to enter the Cli command
mode for configuration, you can do as follows.

® Serial port mode.
Set the parameters of the SecureCRT serial port software according to the above.

Add "+++" button command to the button bar.

http://www.iotworkshop.com 13
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Serial-COM4 - SecureCRT
IR HRE(E) PEO) fFET B TEWL #EH)
AR g. %ﬁ#—‘EMJ P @ -
| Serial-COM4 IEEM
EEORT:- SIRtFRE(B) ”
Show r SOCK DATA
Restart =E#E0I0) [ FwUpgrade Debug
EX1T -
EPORT=EX1t ITI PEI(S)
V] ssmew) |
Z=ERrm [
P $EEE) EENV) EHO) fFEM BHEES) IR #EH)
HPPORH 2R EE3 &FH @ -
| Serial-CoM4
EPORT> ~
Show S¥S UART SOCK DATA
Restart Reload WIFI FwUpgrade Debug
Exit
EPORT=EXit
REFRE F L
+++ +++
REFRRS
¥ - &E—EFE (CR) o - Eiz—#t ‘e - RiE—T-ESC
n - EE—HAT P \t - iE—1-TAB b - EE—TE
#FrO HHE BIiH
L
W +++ | @ a W STA @ WSS., @ WS.. @ AT+Z @ AT+.. @ WSLQ @ 10.2..

Click the button to send the corresponding data. When the interface displays "EPORT>",

you have entered the CLI command mode.
Serial-COM4 - SecureCRT

®EE ZEY BENQ FE0 HEG
HARIRA BAIBEI3 FH

I8L =EH)
@:‘ ¥

lJ.E.Euﬂ.I;CQM&
fEPORT)I

Note:

Any serial tool can do this. Sending "+++" must be a continuous package of data, and
there can be no other data before and after (such as carriage return and line feed).

® Telnet mode.

Step 1: Enter the IP address of the device (the IP address can be obtained by searching

through the IOTService tool, which will be detailed later), port 23.

http://www.iotworkshop.com 14
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http://192.168.0.121 - F£=E - SecureCRT — *
ICER RIE|E) =BV EmO) SET B TEL BEH)
AER AR RESES FHY ©F,
| http:/f192.168.0,121 EsE w |
"
Hp(F): Telnet w
EfaH): | 192188.0.121]
i=O(0): BB E): None v
[ BehRd Em b (W) BIF=IEV)
s er =t paey)
L
W +++ @ a q BUH . i 10.1... Defal ~

Step 2: The default login hame and password are both admin, then "EPORT>" is
displayed, and you have logged in to the Cli command mode.
@ 192.168.0.121 - SecureCRT - O

R REE)
HERHR

EE(V) EmO) fFEM B TERL #EEH)

| 192.168.0.121

password:
EPORT>

Ilogwn:admn

http://www.iotworkshop.com 15 Copyright © 2013 . All rights
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4. TEST EXAMPLE

4.1. Auto-IP Function Networking

The device is directly connected to the PC via Ethernet, and the module automatically
uses the default IP for the PC to directly access for parameter configuration or data
transmission communication (it takes about 15 seconds to wait until the PC uses the
default 169.254. XXX. XXX IP). The module IP in the following example: 169.254.173.207
(this IP is generally fixed, and it will be replaced automatically when there is an IP conflict).

RS232/485/422

Ethemet 1P:169.254.173.207 PG

i

Note:

Auto-IP function is that the network port is in WAN mode, and the two parties agree to

use the default IP. Wi-Fi works in AP mode, you can manually switch to WAN or LAN
mode, the default is WAN.

¥ Device Setting s
System SOCKET WiFi
. i Mode: AP -
de= i ket Name: pee [ | L]
Frosremis admin AP SSID: HF2211_6CF8 [] Hide
Protocol: UDP-SERVER || ] |
HostName: Eport-HF2211 AP Key: |
Server Addr:
TR [Encble[~] AP Channel: [auto [=]
IP Address: S et <Ti e
Mask: Local Port: 10111 STA Key:
Gate Way: Keep Alive: | Scan |
DNS: 10.10.100.254 @
Network Mode: : Rout: vart :
Longitude: 0.0|
Buffer Size: 1024]
Latitude: 0.0|
[ Newsocker | [ SOCKET Del |
UART
Baudrate: 115200 [~] 1P Address: 10.10.100.254]
Data Bits: Mask: 255.255.255.0)
Stop Bits: : DHCP: Enable hd
Parity: NONE - Eth Wan: Enable |v | Cenfirm | | Cancel ‘ Detail
Flow Control: Half-Duplex : 0 Enable | Export | | Import ‘
__[Disable VirPath
Buffer Size: 1024 | F-Set Upd... | | F-Set Clear ‘

If working in STA or AP + STA mode, the network port will automatically switch to LAN

mode, and the HF2211 will assign the IP of its own LAN network segment to the PC
(10.10.100.XXX network segment).

Connect the network port of the device to the PC with a network cable. After opening

the 10TService tool, the device information is automatically displayed, as shown in the
figure below.

http://www.iotworkshop.com 16 Copyright © 2013 . All rights
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& LOT Service Ll -
e e o e —————— —————— -

Management (M) Setting (C) Help (H) - FX
‘ Serial Config Config Status | @ VirPath Disconnected
e _
SN|DevType, MAC Address| HostName P Position | VirPath Status/ SW Ver
1|HF2211 [FOFE6BSD9F14 Epon-HF22li 169.254.173.207 jocal | Online 11.40.3
e——)

According to the device IP address shown in the figure above, you can also use the
webpage configuration method to edit the device parameters. The username and

password are both admin by default.
[ ARFEEAE B E SHERGE el + T —a
< co TIEERY

> ekEse ks @EE ) (B2 @SE8E 0 (A

@ St Gt

Al AR T 2

=

® RiFzEE.
(Windows 22

The server 169.254.173.207 is asking for your user name and
password. The server reports that it is from USER LOGIN.
Warning user name and password will be sent using basic
authentic: n on a connection that isn’ t secure.

w admin

' besscseces]

- BETER
Bl
[ &% 37{% - Eport ProZZl [Linuxll: X @ HF2211 %  +
< C @ A== | 169.254.173.207/index.html

Has # 5 @5 @5 @ = @ EE—T.feuE N RE- bERfE. O sssETaTs @ kmsEnEEam B Goc

Status
{1 sTATUS : ‘
System running status overview
[l SYSTEM SETTINGS System State F
[=] SERIAL PORT SETTINGS Product Name MAC 1
HF2211 FOFEGBSDSF14
1, COMMUNICATION SETTINGS DHCP -
Enable 169.254.173.207
OO ADVANCED SETTINGS ]
Subnet Mask Gateway
@ OTHERS 255.255.0.0 0.0.0.0
DNS Firmware Version
10.10.100.254 1403
System Time Total Running Time
NTP Disabled 0-Day 0:3:35
Remaining RAM Max Block Size
1497088 1497088

The product's RS232 interface is connected to a computer. Open the serial
debugging tool. It is recommended to use the SecureCRT software tool (other serial tools
are also available).

Note: The role of the network cable directly connected:

® In the absence of other routers, the network cable is directly connected to the
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application, or used to modify the working parameters of the product.

When the Wi-Fi connection or product communication is abnormal (Wi-Fi
parameter changes or other), you can directly connect the PC to the network to
view the currently configured parameters and working status (in STA mode, the

network cable is directly connected, and the IP of the PC It's 10.10.100.XXX).
4.2. TCP Server Test in Auto-IP Mode

Open the TCP & UDP test tool (download this tool from the previous article), the
product has created a TCP Server (port 8899) by default, and establish a TCP connection

according to the following process.
B DestlP: Destination IP address, fill in the product IP.

B Port: Destination port number, fill the product communication socket channel

po rt.
32 TcPaUDPREE TR

M Client Mode
LM Server Mode

N

i Operate(Q) View(V) Windows(W) Help(H) Language

!G eateCon ‘ B CreateServer | 38 StartServer 38 € | 3 Connect 3 | S Disconnall | 3 DeleteConn 3R | @ | B =
Properties 7 x

[==1r=]

I~ AutoConn:

[ Send fhen Clin:

- Systemn
User: | admin|
Password: | admin|
HostMame: | EportHF2211|
[rate ]|
IP Address:
Gate Way:
DNS: 10.10.100.254]
Network Mode: [Router |+
~UART
P F ]
Baudrate
Data Bits
Flow Control:
Bufler Size: [ ey

~SOCKET ~WiFi
S E N T ]
Wl g —
CC N E—
Server Addr:
STA SSID:
Server Port:
STAKey:
|Local Port: 5399/|
Keep Alive: \ | Scan |
Time Out
Rout: vart : It can be set by the user
Buersie: [ a1el]
[ newsocker | [ sOCKETDel |
| Confirm ‘ | Cancel |
~LAN
IP Address: | 10.10.100.254| | S | | viPath |
Mask: [ 255,255 255.0| | Import \ | Detail |
DHCP: [Enae [v]| | | [ FsetUpaate | [ F-SetClear |

Click the Connect button to establish a TCP connection. After the connection is
successfully established, the left side becomes a green arrow, and if the connection fails,

a yellow arrow.
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$2£ TCPaUDPREXTA - [192.168.0.107:8899)

X
Operate(Q) View(V) Windows(W) Help(H) Language X
) CreateConnn & CreateServer % RO = & S DisconnAll 3% DeleteConn 3% | @ Ki
Yroperties 2 x 3% 169.254.173.207:8899 | b/
3-M Client Mode
>169.254.173 207'3899] DestIP: Send [~ AtuoSend Eve [100 ns Send t
e AEBZIA173 207 [~ Send Hex [~ Send File[” Send Received
£ Server Mode end Hex end File end Receive Cleer | Optionl BroadOption l

DestPort: [38'5’9

I Connect u

Rec

Save | Optionl [~ ShowHex

StopShow [ Clear |

—— = -

Open the serial tool according to the following parameters.

Serial-COM

T

File Edit View Opt
HHEEOR|]
| Berial-ComE

TCP and serial port transfer data to

Session Options - Serial-COMS

Catagory

= Connection

i Mapped Heys
i e Advanced
[ Appearance
i ioWindow

E| Printing
i e Advanced
Lo XmodemZmadem

Port:
Baud rate:
Data hits:
Farity:

Stop bits:

Serial break

Serial Options

CONME

115200

i

Hone

100 2| millizeconds

Flow Control
[ DTR/DSE
[]RTsSACTS
] k0w %OFF

|D|[PDRTANT: Aror changes wou make will not take effe:

each other (data transmission needs to be in
transparent transmission mode, if you have entered the Cli command mode before, you
can restart or Exit command to exit).
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p>3
Operate(Q) View(\) Windows(W) Help(H) Language

) CreateConnn & CreateServer 2 B = & 5 DisconnAll 3% DeleteConn 3% [0 & i
Properties % X | 7 3%169.254.173.207:8899 a4b:
=M Client Mode .
DestIP: 100
I > 169.254.173.207:8899] — Send [~ AtuoSend Eve ) ns Send _I

| Server Mode — [” Send Hex [ Send File[™ Send Reggd Clear | Optionl BroadOption I
DestPort: [509°
"Bl i socket send data =i
Type |1CP -I
I Serial-COM{ - Secure... — (] > 4
Eve 717415907 s File Edit Vi Options Transfer Script
I Tools Help
Eve [-17415907 ms J m m 23 ﬂ Q —é = Q [

m Rec StopSlw-l Clurl !

Count | Serial-COMS
[~ Save(In Time)

Send [z socket send datal A
luut send data |

w e \ |
v
Clear [uart send data

Ready Serial: COMS 1. 17 5 R¢

4.3. AP-based Networking

This product acts as an AP to form a wireless network. All STAs use APs as the
center of the wireless network, and mutual communication between STAs is completed
through AP forwarding. As shown below:

RS232/RS485

10.10.100.254 PLC Device

Laptopl Laptop2 Laptop3

10.10.100.100 10.10.100.101 10.10.100.102

Before using the HF2211 to form the AP mode, you must first understand the AP
signal name of the device. The default is "HF2211_ + the last 4 digits of the MAC address".
You can also query through the CLI command "Show".
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Open Network and Sharing Center-> Change adapter settings.

9 - HF2211 6CF8
G Frik

)

9 ¢
p

HF LPD1OO

360-TD
%

op «»

- 10:19
im0 2020-01-03 51

After opening IOTService, you can find that the device has been successfully
connected. In AP mode, the HF2211 assigns the IP of its LAN segment to the PC (that is,
10.10.100.XXX).

& LOT Service L i )
Management (M) Setting (C) Help (H) - X
‘ Serial Config . Config ’ Status ' VirPath Disconnected
SN Dchype MAC Address Ho_.(Name Position VirPath Status SW Ver

1|HF2211 |FOFE6B5D9F14 Epon HF2211 10 10.100.254 _Loca| “Onl;nc {1.40.3
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4.4. AP + Ethernet-based Networking

1 ——
RS232RS485
=
192.168.0.104
PLC Device
H
2
w
<
@
\
— A
7 \
A % ’
A\ 3
v w
=
/ @ s

Laptop 1 Laptop 2 Laptop 3

192.168.0.101 192.168.0.102 192.168.0.103

As shown in the figure above, the HF2211 Ethernet is connected to the LAN port of
the router. The PC can be connected to the router via Ethernet or wireless to form a

network connection.
In AP mode, HF2211 Ethernet defaults to WAN mode. In STA or AP + STA mode,

HF2211 Ethernet automatically switches to LAN mode.

=% e >
G =[5 momE » mE temet » S > <[4 |[ 2= e o
0 - - 0 @
[ VMware Netwark Adapter l: VMware Network Adapter L“' FithskE
S YMnetl WS VMnets BMaE  eatis
W Bz W EzR @ Realtek PCle GBE Family Contr...
[ FoEEMEEE

=EEA
djﬂl Atheros ARZ485 Wireless Net...

Open I0TService to display the device information. If you need to modify the AP
hotspot name and password, you can enter the device edit to modify the parameter

information.
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£ LOT Service C=0EET
.

Management (M) Setting () Help (H) Bl =
Serial Config @ Config Status VirPath Discannected
SN|Devlype| MAC Address| HostMame P Position VirPath Status SW Ver

1|HF2211 |FOFEGBSDYF14 |Eport-HF2211 [192.168.0.104  |Local 1.403
~System - SOCKET - WiFi
User: | admin| T e =] Mode: AP -
Password: admin z
| | - TorsERiER v AP SSID: HF2211_76BC|
HostName: | Eport-HF2211] AP Key:
Server Addr:
DHCP: Enable STA SSID:
Enzdle |~ comer Port
IP Address: STAKey:
Local Port 2899
Gate Way: | |
Keep Alive: EET
DNS: 10.10.100.254|
Time Out:
Network Maode: [Router [ =]
Rout: uart =
~UART
Buffer Size: 8192]
e T T e
Baudrate: 115200 |+ | NewSOCKET || SOCKETDel |
_= | Confirm | | Cancel |
sopie e
Parity IP Address: | 10.10.100.254] | Sl | [ vieam |
Flow Control: Ralf-Duplex [+ | Mask: | 255.265.265.0) | impot | | Detail |
Buffer Size: 8192 DHCP: Enable |w | F-Set Update | | F-Set Clear |

45. TCP Server Test in AP Mode

Open the TCP & UDP test tool and establish a TCP connection according to the
following procedure. By default, the product has created a TCP server (port 8899) for use.

The TCP & UDP tool fills in the device IP (viewed from the IOTService software), and
the port number.

3% TCP&UDP-Debug (=)@]=]
ﬁCremSemr | 38 startServer 3 € | 5 Connect 4 %Disconnﬁll | 2% DeleteConn % '@ | 3 !

Operate(Q) M Windows(W) Help(H) Language
Properties 2 x

8 Client Mode N

- Server Mode

DestTF: |192. 168.0.104

Port: lm

ILocanort @& Auto

Lad S;[mcial‘wm1

[~ RutoConn:

[T Send When Comnn:

| Create I
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£ Device Setting [

System SOCKET 1 WiF

i Mode: AP -
T —————— —_—
Password: | admin| AP SSID: HF9610_9F14| []Hide

Protocol: TCP-SERVER | v

HostName: | HF2211) AP Key: [
DHCP: SIS AP Channel: cHe =
1P Address: T RERE STA §SID:
Mask: I Local Port: | E,sgtg! STA Key:
Gate Way: Keep Alive: 60| [ Sean
DNS: | 10.10.100.254] Time Out: a

It can be set by the

- user
Buffer Size: 1024

Network Mode: -]
Longitude: 0.0
Latitude: 0.0/

[ Newsocker | [ sockerpel |
UART |
UART No [aeri T+] | ran
Baudrate: IP Address: | 10.10.100.254]
Data Bits: -] Mask: | 255.255.255.0]
Sl DHCP:
- o e [v] | | o ] [ ] [
Fow Conrol I Y = |
Buffer Size: i 1024 [ FsetUpd.. | [ FsetClear | | VirPoth

Click the Connect button to establish a TCP connection.
[ | After the connection is successfully established, the left side becomes a green
arrow, and if the connection fails, a yellow arrow.

% TCPAUDPIEATE - [192.168.0.107:8899] — m} X
Operate(Q) View(V) Windows(W) Help(H) Language x
'CJCreateConnn @CreateSeruer _53'.-3“.‘35"'5' _E €& | 3 Connect 32 | & Disconnall %DeleteConn % @ @ H

roperties B x| 3%192168.0.104:8899 4b=

-, Client Mode

DestIF:

%192.168.0.104:88991 e Send I~ AtuoSend Eve IlDD ms Send | Stop |

192, 165. 0. 104
I I~ Send Hex [~ Send File[  Send Received

I Clear | Option Broadlption
DestPort: [G899 | | P
I~ LocalFort
4001

1
Tyee [1cE |

I~ Atnalonn

Eve ID =

[T AutoSend [T AutoSend

------ B Server Mode

Ree StopShow | Clear | Save | Option| ™ ShowHex

[~ Save(In Time) I _I

The transparent data is shown in the figure below.
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¥ TCPEUDPIRAL

Operate(Q) View(y) Windows(W) Help(H) Language x
) CreateConnn & CreateServer | % R e S S Disconnall | 3% DeleteConn 3% | @ | & =
Properties 7 x| qpx
=-Mm Client Mode )
T DestIF: Send AtucSend Eve |L00 Send top
[P 1921680104809 | 182. 168, 0. 104 = s - C— _I

[~ Send Hex [ Send File[ M Tonr | Uptionl — TP |
DestPort: ISBQQ —

------ M Server Mode

I LosalPort socket send data I -

oc or

I68

Type ITCP v[

Tataton @ serial-comy- secure.. — O X
Eye) |5L7416207 < Eile Edit VieWl Options TIransfer Script

I AuteSend Tools Help

Eve [-17415907 ms _“; 3] E; 3 | B H Q | B t; & | i

|

! e e

ount ' ; i Serial -COMG

Send  [3z ) socket send datdll R

luart send data I
- \ |
W
lew | [uart send data

Ready Serial: COM3 .17  SRe

4.6. STA Wireless Network Mode-based Networking

¢ — e

PLC Device

LANMN IP:10.10.100.254
WANN IP:192.168.0.2

LANN IP:192.168.0.1 ""-..._____

Lapiop 1 Lapltop 2 Lapiop 3
|P:10.10.100.100 IP:10,10.100.101 IP:10.10.100.102
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HF2211 factory default AP networking mode. If you want to change to STA networking,
you can use PC wireless direct connection AP hotspot, PC Ethernet direct connection
device, or PC, device Ethernet direct connection router.

After entering the device editing, select STA mode, scan the signal hotspots to be
connected, finally enter the hotspot password, and click OK.

£ Device Setting =]
-y e i L — . — i i —
r System rSOCKET ~WiFi »
2 ; Mode: | STA -
SEE admin SOCKET Name: netp -] | =]
Password: admin AP SSID: [OHide
Protocal: TCP-SERVER | v | ‘
HostName: Eport-HF2211 AP Key:
Server Addr:
B [Enable_[~] AP Channel: AUTO [~]
1P Address: Server Port: STA SSID: | HF2211]
Mask: Local Port: 8809 STA Key: | |
Gate Way: Keep Alive: 60 | Scan ‘
DNS: 10.10.100.254 Time Out: | 0
Network Mode Rout:
Longitude: 0.0
Buffer Size: 1024
Latitude: 0.0
| NewSOCKET | | SOCKETDel |
~UART
Baudrate: 115200 [~ | 1P Address: 10.10.100.254
Data Bits: Mask: 255.255.255.0)
Stop Bits: DHCP: [Enable [~]
party Eth W b [5] | | lotonim ] [oconed ] | pui
Flow Control: Half-Duplex : [ LAN Separate ‘ Export | | Import |
Buffer Size: 1024 [ FsetUpd. | [ Fsstcear | | VirPath
D DeviceSetting Wl M B S8 A s e - . s
- System  SOCKET rWiF
User: dmi Mode: STA -
= e SOCKET Name: netp || -]
Password: admin AP SSID: OO Hide
Protocol: TCP-SERVER |+ | ‘
HostName: Epart-HF2211 AP Key:
T [Erable =] S Akl AP Channels AUTO [~]
1P Address: Server Port: STA SSID: HF2211
Mask: Local Port: BBQQl STA Key: |
I 1
Gate Way: Keep Alive: 60| I Scan ‘l
DNS: 10.10.100.254 Time Out: 0
Network Mode: Rout:
Longitude: 0.0
Buffer Size: 1024
Latitude: 0.0
| Newsocker | [ sockeTpel |
-UART
Baudrate: 115200 [~] 1P Address: 10.10.100.254
Data Bits: Mask: 255.255.255.0)
frobe 7]
pary: Eth Wa: Ebe [o] | | leSomm [ [ concdl || oo
Flow Control: Half-Duplex : CILAN Separate ‘ Export | | Import |
| | Buffer Size: 1024 [ FSetUpd. | [ FSetClear | | VirPath
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& Device Setting " e

r System SOCKET WiFi
i Made: STA b
User: _ odmi) SOCKET Narme: netp |~ L]
Password: admin AP SSID: [ Hide
Protocol: TCP-SERVER | v i
HostMName: Eport-HF2211 AP Key:
Server Addr: AP Ch s [
DHCP: PO annel ﬁ@ -
3 Scan - |
1P address: || —-— - e - HF2211
Mask: Select Channel SSID MAC Address RSSI Has Key
(@] 6 ChinaNet-xuanyin TR44FDABT 376 34 Yes
Gate Way: [] VANWARD _Test C8:3A:35:54:B3:70 24 No
] 1 Soneterl T8A4FD:26:9A:7C 24 Yes
DNS: 8] 3 OULUN_TEST TC:B5:40:4RB2:CD 20 No
Network Mode: [ 3 WX-114 28:2C:B2:DZES:06 15 No
- 1 LAND 3C:33:00:A8:35:2C 10 Yes |
Longitude: [#) 6 ™z 24:69:68:7F:68:6F [1] Yes
. o] 11 yongheng OO:DE:EB:BS:S'IQC 0 Yes
Latitude: 6] 10 JACK_2G BC:AB;BE:66:85:F0 0 Yes
[] 2 360-TD C4:36:55:00:02:94 0 Yes
[&] 11 H3C jihui 3C:F9:C43:0RED 0 Yes
@] 11 HF-Demo-Specia 54:75:95:%3:88:38 0 Yes
~UART
UART Mo
Baudrate: | Rescan | | | Eonﬁrm | | | Close |
Data Bits: = —— —— ——
Eo— T
Parity: Eth Wan: Enable - | Coofitm | ‘ £ancgl | Detail
Flow Control: Half-Dup! Export Impart
ow Cantrof [Half-Duplex| » | I | | | | ’—‘
Buffer Size: 1024' | F-Set Upd... | ‘ F-Set Clear | VirPath

The device restarts. At this point, the HF2211 has established a connection with the
router, and you can unplug the network cable.

% Device Setting 0 e W s T— . L]
- System r SOCKET WiFi
- i Mode: STA -
ver [ s || ooer name =]
Password: admin AP SSID: [ Hide
Protocol: TCPSERVER | ~| )
HostName: Eport-HF2211 AP Key:
Server Addr: 1
TR [Dissble |~ AP Channel: AUTO [~]
1P Address: 192.168.0.104 Server Port: STAsSID: | LAND|
Mask: 255.255.255.0 Local Port: 8899| | STA Key: | 12345678 |
I
Gate Way: 10.10,100.254 A 60 | ] scan |
/
DNS: 10.10.100.254 Time Out: 2
Network Mode: : Rout: o :

Longitude: 0.0

Buffer Size: 1024
Latitude: 0.0)

| Newsocker | [ sockerpel |
-UART
; UART N [ETr T=] | ruwaw
| | Baudrate: 115200 |[+] IPAddress: | 1010100254
Data Bits: Mask: 255.255.255.0
Stop Bits: L Ix] DHCR: Enable [~ .

Eth Wan: Enable |+ | confirm || [ cance ‘ Detail
| | |

Flow Control: Half-Duplex : [ LAN Separate Export Import

|| Buffer Size: 102 | Fsetupd. | [ F-SetClear Mebath

® \When the AP mode is switched to STA mode, the Ethernet of the deV|ce will
automatically switch from WAN to LAN mode.

@ After the device changes the networking mode, it needs to be restarted to take
effect.

|
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#¥ Device Status - — (=X

System SOCKET Network
SOCKET Name: nete [ *|| | HostName: Eport-HF2211
Protocol: TCP-SERVER DHCP: Enable
Status: Server Created IP Address: 192.168.0.104
Client IP: Mask: 255.255.255.0
Recv Bytes: 0 Recv Frames: 0 Gate Way: 10.10.100.254
Send Bytes: 0 Send Frames: 0 MAC Address: FOFEGBSD9F14
Fail Bytes: 0 Fail Frames: 0

Product ID: HF2211
UART

Software Version: 1.40.3

RTC Time: NTP Disabled

. Config: 115200,8,1, NONE

Up Time: 0-Day 0:6:26

Recv Bytes: 0 Recv Frames: 0
| | Total Free Memary: 1505280
. Send Bytes: 0 Send Frames: 0 Reload

Max Block Size: 1505280 Edit

Fail Bytes: 0 Fail Frames: 0
| Restart I

After the connection is successfully established, the Link light of the device is on.
After opening IOTService, the device information can be displayed.

&Y LO.T Service G=NEEE X
Management (M) Setting (C) Help (H) . 2574
Serial Config Config Status VirPath Disconnected

sl sasc 2 dd 11 a1 1 | Oaiar L Dal B COALAL
|| 1/HF2211 |FoFEGBSDIF14 [Eport-HF2211 [192.168.0.104 [Local [Onfine 1403

The test method for transmitting data between the TCP tool and the serial port in the
STA mode is the same as described above.

4.7. AP-STA Wireless Network Mode-based Networking

HF2211 Device APSTA Mode

LANNIP:10.10.100.254
WANN 1P:192.168.0.2

Wi-Fi Link

LANN1P:192.168.0.1

Laptop 4

1P:10.10.100.103

Laptop 1 Laptop 2 Laptop 3

1P:10.10.100.100 1P:10.10.100.101 1P:10.10.100.102

Factory default AP networking mode. Use tools or web configuration to modify to AP
+ STA mode.
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After entering the device editing, select APSTA mode, scan the signal hotspots to be
connected, finally enter the hotspot password, and click OK.

¥ Device Setting — - — —— — — - (——c—
System SOCKET Wik
User: dmi Maode: APSTA -
I e e 7] | =]

Password: admin AP S5ID: HF2211 9F14] [ Hide
Protocol: TCP-SERVER ¥ ) |

HostName: Eport-HF2211 AP Key: |
Server Addr:

DHCP: [Enabls |~ AP Channel: [auTo [~]

IP Address: Senr b STA SSID: | LAND'

Mask: Local Port: 8399 STA Key: [ 12345678

Gate Way: Keep Alive: 60 | Scan |

DNS: 10.10.100.254 Time Out: | 0

Network Mode: : Rout: = :

Longitude: 0.0

Buffer Size: 1024
Latitude: 0.0

| Newsocker | [ sockerpel |
UART
UART No [oarTr T~ LAN
Baudrate: IP Address: 10.10.100.254)
Data Bits: Mask: 255.255.255.0)
Parity: B hn: Wm | Confirm Cancel

| ‘ | Detail

Flow Control: CJLAN S | Export | ‘ Import |
- VirPath

| | |

Whenever the networking mode is changed, the device needs to restart networking to
take effect.

|

Buffer Size: 1024 | F-Set Upd.. F-Set Clear

#¥ Device Status X

System SOCKET Network
SOCKET Name: nete [ *|| | HostName: Eport-HF2211
Protocol: TCP-SERVER DHCP: Enable
Status: Server Created IP Address: 192.168.0.104
Client IP: Mask: 255.255.255.0
Recv Bytes: 0 Recv Frames: 0 Gate Way: 10.10.100.254
Send Bytes: 0 Send Frames: 0 MAC Address: FOFEGBSD9F14
Fail Bytes: 0 Fail Frames: 0 WiE

Product ID: HF2211 UG

Software Version: 1.40.3 Status: Disconnected
RTC Time: NTP Disabled RSSL:

Config: 115200,8,1, NONE

]
Up Time: 0-Day 0:8:8

Recv Bytes: 0 Recv Frames: 0
Total Free Memory: 1505280

. Send Bytes: 0 Send Frames: 0 Reload
Max Block Size: 1505280 £dit
Fail Bytes: 0 Fail Frames: 0 | |
Restart
|

After restarting, you can unplug the network cable after the Link light of the device is
turned on. The device and terminal AP-STA are successfully networked. At this time, the
HF2211 is connected to the router hotspot signal in STA mode. After the PC is connected

to the AP's hotspot, the router, HF2211, and PC are on the same network segment. The
tool can see the device.
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£ LOT Service o« ™o G=REE X |

Management (M) Setting (C) Help (H) - 34
. Serial Config @ Config . Status ‘ VirPath Disconnected
| SN|DevType| MAC Address| HostName Position VirPath Status SW Ver

| [LIHF2211 FOFE6B5DOF14 |Eport-HF2211 192.168.0.104 Local nline ] 1.40.3 |

|

4.8. AP-STA Wireless Cascade Mode-based Networking

WANN IP:192.168.0.102

LANN - 10.20.100.254
STA

/
RS232/RS485

- ’““7’2 e PLC Device

=

LANN IP:192.168.0.1  “VI-Fi Link

LAMNM Ip-- 10.10.101.252
WANN P 10.10.100.252

Lapiop 1 Lapiop 2 Laptop 3
1P :10.10.101.100 1P :10.10.101.101 1P :10.10.101.102

The PC is wired or wireless connected to the first level HF2211. Open IOTService
and click on the device to edit. Set the networking mode to AP + STA. The STA is
connected to the router. After the setting is complete, restart the module.

http://www.iotworkshop.com 30 Copyright © 2013 . All rights



http://www.iotworkshop.com/

&Y Device Setting

- T T = TR .. . - - - =]
" System  SOCKET - WiF
User: dmi Mode: APSTA -
e [ e | | e e | [~

Paseword: =drmin AP SSID: HF2211_0F14| [] Hide
Protocol: TCP-SERVER | v | .

HostName: Eport-HF2211 AP Key: | |
Server Addr: .

DHCP: [Enable [~ AP Channel: [auTo [~]

IP Address: TEEL [P STA SSID: | LAND'

Mask: Local Port: 8899 STA Key: | 12345678

Gate Way: Keep Alive: 60| | Scan |

DNS: 10.10.100.254] Time Out: ‘ 0

Network Mode: Rout:

Longitude: 0.0
Buffer Size: 1024

Latitude: .0
| Newsocker | [ sockerpel |

- UART

Baudrate: 115200 || 1P Address: 10.10.100.254)

Data Bits: Mask: 255.255.255.0)

e o] ;

Parity: Eth Wan: Disable - | CoMirm ‘ | Cancgl | Detail

" Z Export Import
Flow Contral: Half-Duplex : [ LAN Separate | P ‘ | P! |
Buffer Size: 4 [ FsetUpd. | [ FsetClear | | VirPath

After the device restarts, the Link light is on, the first-level HF2211 has been
connected to the router, and the PC can see the device status.

£ LO.T Service GRS X |
-

Management (M) Setting (C) Help (H) - 2374
. Serial Config . Config . Status | . VirPath Disconnected
SN|DevType| MAC Address| HostName Position VirPath Status SW Ver

1/HF2211 |FOFE6BSD9F14 |Eport-HF2211 10.10.100.254 Local Online |1.40.3

The PC wired or wireless connection to the second level HF2211, configure STA to
connect to the first level HF2211, and changes the IP address in the local area network

so that the LAN address and WAN address of the second-level device are not on the
same network segment (the WAN IP is obtained from the first-level HF2211).
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¥ Device Setting

28
System SOCKET WiF
User: dmi Mode: APSTA -
== admin SOCKET Name: 890 -] | =]

P — admin AP SSID: HF2211 BF70| []Hide
HostName: Eport-HF2211 AP Key: | |

Server Addr: y
DHCP: [Enable [~ | AP Channel: [auTo [~]
IP Address: Server Port: STA SSID: [ HF2211_0F14|
Mask: Local Port: STA Key: | |
Gate Way: Keep Alive: | Scan ‘
DNS: 10.10.100.254 Time Out:
NewokMode  [Router 3] || o E—
Longitude: 0.0)

Buffer Size:
Latitude: 0.0

| Newsocker | [ sOCKET pel
UART
Baudrate: 115200 - IP Address: 10.10‘101.252|
Data Bits: Mask: 255.255.255.0)
Stop Bits: DHCP: Enable hd
Parity: NONE _ |+] T [Dissble [~ |  cBirm | [ cancel | Detail
Flow Control: : []LAN Separte ‘ Export | | Impart |
Buffer Size: 1024 | FsetUpd.. | | FsSetClear | pizRath

Restart the device after successful setting. PC Wi-Fi is connected to the secondary
device hotspot. The IOTService tool can see the device information. At this time, the
HF2211 cascade networking was successful.

&Y LO.T Service

Ll

Management (M) Setting (C) Help (H)

‘ Senal Config . Conf'g . Status . Verath

Bl ==
Disconnected

SN Devape, MAC Address |

‘ HostName
| 1|HF2211 |08D863478F70 | Eport ‘HF2211

‘ Position

10.10.101.252  |Local

VirPath

| Status|

SW Ver
|Online |1.40.3

If all the devices in the network need to be in the same local area network (IP is
assigned by the highest-level router), you can configure the device to work in bridge mode
and set the local area network IP to the router network segment (192.168.0.XXX), so that
all The HF2211 device and the IP communication connected to the HF2211 device are
under the same router (192.168.0.XXX).
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£} Device Setting X

- System ~SOCKET - WiR
User: dmi Mode: AP -
S | pe
Password: admin AP SSID: HF2211_6CF8| [ Hide
Protocol: TCP-SERVER | v | ) |
HostName: Eport-HF2211 AP Key: |
Server Addr:
B [Erable [~] AP Channel: [auTo [~]
IP Address: Eamiz e STA SSID:
Mask: Local Port: J STA Key:
Gate Way: Keep Alive: 60| ‘ Scan |
DNS: [ 1010.100.254] Time Out: 0
Metwork Mode: Router Rout:
ongitude:
Brldge Buffer Size: 1024
ettt
[ Newsocker | [ sockeTpel |
- UART
UART No: LAN
Baudrate: 115200 [=] | 1P Address: 10.10.100.254) |
Data Bits: Mask: 255.255.255.0)
Stop Bits: [ Il |  ouen [Enable [v]
pay o R e -
3 | Export Import
Flow Contral: Half-Duplex : CJLAN Separate | po | | pa |
Buffer Size: 1024 | Fsetupd. | | Fsetclear | | VirPath

4.9. Router Mode TCP Server Test

The test is a simulation test of data transmission after the first-level device is used as
the server and the second-level device is used as the client.

The serial cable PC is connected to the first-level device. Open SecureCRT and set
the serial port parameters.

not connected - SecureCRT — m} *
File Edit View Options Transfer Script Tools Window Help
&1 %) Enter host <Alt+R=> 3 [ 424 | S S

Quick Connect

The port may be manually entered or selected from the list.

Port: |CDM4 USB Serial Port v

Baud rate: 115200 v Flow Contral

[JommosR

A
= 8 ¥ Orersfcrs
IR [ xonxoFF
Sepbis

Mame of pipe:

[ Show quick connect on startup

Open the TCP & UDP test tool and establish a TCP connection according to the
following procedure.

The first level device has already created a TCP Server (port 8899) for use by default.
If required, users can also set it by themselves.
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% DeviceSetting 4 W % S8 SEIE .. S G- o o— . ]
r System ~ SOCKET - WiFi

User: _admi SOCKET Name: netp ||

Password: admin AP SSID: HF2211 9F14| [ Hide
Protocol: TCP-SERVER | v | ‘ |

HostName: Eport-HF2211)] AP Key: |
Server Addr:

e [Encble |~ AP Channel: [auTo [~]

1P Address: Server Port stassp: | LAND]|

Mask: | Local Port: | 2800| STA Key: | 1234367¢|

Gate Way: Keep Alive: 60 | Scan ‘

DNS: 10.10.100.254) Time Out: ‘ 0

Network Mode: Rout:

Longitude: 0.0
Buffer Size: 1024

Latitude: 0.0
[ NewSOCKET | [ SOCKETDel |

- UART

Baudrate: 115200 |~] IP Address: 10.10.100.254)

Data Bits: Mask: 255.255.255.0)

Stop Bits DHCP: [Enable [ ~]

Parity: Eth Wan: Disable - ‘ Soofing | | Canc | Detail

£ Export Import
Flow Control: Half-Duplex : ] LAN Separate ‘ Po | | po
Buffer Size: 1024 [ FsetUpd. | [ FesetClear VirPath

The PC Wi-Fi is connected to the second-level device hotspot. Open the TCP & UDP
tool to create a client, and fill in the LAN port IP address (see above) and port number of

the first-level device.

32 TCPAUDPERTA - (10.10.100.254:8899]
: Operate(Q) View(\) Windows(W) Help(H) Language

e

X

! D\ CreateServer | ' “toicorer ) | 3 Connect ¢ 52 Di All | % DeleteConn %% (@) 35
Propertes # x | 3% 0101002548599 ihx
=-M Client | B
DestIP: AtuoSend
@ 10.10.100'854:88 l'o’ T | Send | I~ AtucSend  Eve IIUJ s Send I Stoy
M Server Mode I | T Send Hex [T Send Filel” Send Received Clear I Opliml Broaddption I
DestPort: W
Type: ITC? 'I
DestIP: Port: W
Ev,
[7| LecalPort @ Auto (3 Spacnl“wl
Ev,
I~ AutoConn: Eve F
I: :n;] I ShowHex
Counl [~ Sund When Eve I —J
Set]
Create I Cancel l
Red
Clear |
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. Operate(Q) View(V) Windows(W) Help(H) Language
¢ 2} CreateConnn & CreateServer | 3% Siaricerver ¥ €3 | 2o

cct % 52 DisconnAll | 3% DeleteConn %% | @] & ﬁ

Properties # X | 3£1010.100.254:8899 | shs
- Client Mode
i ! DestIF: Send | [T AtuSend Eve [100 s Send | stop |
10. 10. 100. 254
l |~ Send Hex [~ Send File[™ Send Received Clear I Dptionl Froudlptien

DestPort: |3399

I~ LocalPort

|4om
Type ITCP v [

Vl_ AtuoConn

Eve IE 5
I~ Au

Eve r ms ‘

= IR«: StopSth Clnrl Save I Oytionl I” ShowHex

[ Save(In Time) I

Recv IlO(
Clear l

The PC serial port is connected to the first-level device and can transparently transmit

data.

$ TCPAUDPESELE - [10.10.100.254:8899]

crial COM3 - SecureCR
¢ Gl ) (Al R e A REO BEV EEO) K80 BES IEY ®mH)
¢ 12} CreateConnn & CreateServer | 8 StariServer 3% €3 | 3 Connect 38 | & DisconnAll | 3 DeleteConn %% | @ | & |- —
= HNIRIA BRI B3 FRT @la
Properties 2 x 3£ 10.10.100.254:8399 | | seriacOM3 -
&, Client Mode P
B 10.10.100.254:599 :US = __ ™ AtwSend Eve [100 ns Stop sock+b|
| Server Mode . I~ Send Hex [~ Send File[” Send Received oo -
DestBort; 9599
[ LocalPort et |-/
4001 1
Tyee |IcP E
™ htuoConn
Bve | =
™ AutoSend
Eee [0 s
Disconnect
Count
o l‘m— StopShow | Clear | Fave | Option| ™ ShowHex
I™ Saven Tine) [
Recv B sockta
Clear
@+t @a @ NDBGL @ WSCAN @ AT+Z @ @ show @
sock+a |
B Seri
Send Speed(B/S): 0 Receive Speed(B/S): 0
T oans ) T T T T TR
—_ Tl — = —— — — . a — Y
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4.10. Bridge TCP Server Test

WANN 1P:192.168.0.102
LANM ®-  10.:0.100.25%

STA

A N
w {  RS232Rs485 /
» PLC Device

Bridge Mode

LAMM IP:  10.10.100.252

\
\ -~ )
y A=

LANNIP:192.168.0.1  "Vi-Fi Link

r

§ R
\ &
/ NIl §
(&
P
3
&
g
s

/v
Laptop 3
IP: 10.10.100.102

Lapiop 2

Lapiop 1
IP: 10.10.100.100 IP: 10.10.100.101
As shown in the figure above, the primary device works in routing mode (WAN / LAN

IP is in different network segments), and the secondary device is configured in bridge
mode. The IP addresses of the PCs connected to the secondary device are assigned by

the primary device. The specific configuration process is as follows
The PC is connected to the secondary device through wired or wireless mode. The
network mode is set to bridge mode, the LAN IP is modified to 10.10.100.252, and the
Wi-Fi parameters are configured to connect AP + STA or STA to the primary device

Copyright © 2013 . All rights

36

http://www.iotworkshop.com



http://www.iotworkshop.com/

£} Device Setting »

- System SOCKET r WiFi
. i Mode: APSTA -
User: _ edmi] SOCKET Name: netp ] | =]
P admin AP S5ID: HF2211 6CF8| [ Hide
Protocol: TCP-SERVER |~ | . |
HostName: Eport-HF2211 AP Key: |
DHCP: [Dabie_]7] SEmEr Rl AP Channel: [auTo [~]
1P Address: Server Port: STASSID: | XXX
Mask: Local Port: 8899 STA Key: | xxxxx|
Gate Way: Keep Alive: 60| | Scan ‘
DNS: Tirme Out: 0
- Router
Longitude:
w‘ Buffer Size: 1024
Latitude: ‘ 0.0
[ Newsocker | | sOCKETDel |
~UART
UART No: CLAN
Baudrate: 115200 [~] 1P Address: 10.10.100.252
Data Bits: 3 - Mask: ‘ 255.255.255.0/
Stop Bits: [ =] | oxen [Erable [+]
Pariy: . b [x] | | beCorfim ] [oGancol ] [ poey
E < Export Import
Flow Control: Half-Duplex : 050 G ‘ P | | P! | ‘
Buffer Size: 1024 ‘ F-Set Upd... | | F-Set Clear | VirPath

After the setting is successful, restart the secondary device and connect the PC to the
WiFi hotspot of the primary device.

| RS 4 =
| HF2211 9F14

Internet 35i3 =
s DP9 0L E
HF2211 9F14 aise

You can see 2 sets of HF2211, number 1. first-level equipment, number 2:
second-level equipment.

£} 1O.T Service — ==
Management (M) Setting (C) Help (H) - 3z
Serial Config @ Config Status VirPath Disconnected
1 T M, 1P Position irP, | Status| SW Ver _
1HF2211 |FOFEGB5SD9F14 |Eport-HF2211 |10.10.100.254 Local Online |1.40.3
2|HF2211 |98D86347BF70 |Epon:-HF2211 10.10.100.252 Local Online |1.40.3
|

Open the secondary device editor and modify the communication parameters as
shown below.
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i DeviceSetting' TR W%  WW  TRIR e AR RS W - — - e
System SOCKET WiFi
: | Mode: STA v
User: [ admin| SOCKET Name: net = i l |
Password: | admin| AP SSID: [ Hide
—_— Protocol: TCP-SERVER | v 5
HostName: \7 Eport-HF2211 AP Key:
DHCP- [Gasie_T Server Addr: AP Channel: AUTO -
1P Address: Server Port: STASSID: | LAND)
Mask: I Local Port: [ 33§§| STA Key: [ 12345678|
Gate Way: Keep Alive: ‘7 60| | Scan j
DNS: Time Out: ol
Network Mode: Bridge _t Rout: TRkt u
Longitude: [ 0.0| ‘
= Buffer Size: 1024
Latitude: 0.0/
| NewSOCKET | [ SOCKETDel |

Restart the device after the setting is complete. Open the TCP & UDP test tool, create

a client, and enter the communication IP and port number of the secondary device.

3£ TCPAUDPRSLTA - [10.10.100.252:8888)] e@]=]
© Operate(Q) View(N\) Windows(W) Help(H) Language X
l by CreateServer }_S StartServer 38 €3 | 5 Connect 32 ﬁDisconnAll %DeleteConn & (O] 3 H
Properties B # x| 321010.100.252:8888 ki
=@ Client Mode —
i DestIF: AtuoSend Send Stop
R 0100252 02 :osw _— |Send | [ AtwoSend Eve [100 ns  [Send | stop |
IIIII B Server Mode I .10.100. I~ Send Hex | Send Filel” Send Received Clear | Elption] BroadOption
DestPort: |B688
Py r—
Create Connection E
Type: [IEE VI
| [pectre: s Port: [8888 I
Ew
7| LocalPort & huto " Speciali001
Ew
I~ AutoConn: Eve |U =
E on| [T ShowHex
Coury |~ Send When Conn Eve I e _I
Ser
Req

After creating the connection, click Connect. A green arrow appears in front of the
client, indicating that the connection is successfully established.
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3 TCPRUDPRSTA - [10.10.100.252:8888) == Ec =<

: Operate(Q) View(V) Windows(W) Help(H) Language x
. ) CreateConnn & CreateServer | *% <i» er B Q|32 =t % | 5 DisconnAll | 3% DeleteConn %% | [0 | & s
Properties 2 X | 3210.10.100.252:8888 | dbx

"»ﬁient Mode

DestIP: | 100 l o I
’ 10.10.100.252:3888 e TS Send | |~ AtuoSend Eve ms Send I
Dl : = I~ Send Hex |~ Send Filel” Send Received Clear | Upﬁonl Broadption
estPort: |' o0
i jfepiow)fwes)jfusiof

|4001
Type [TCP v |

Rec | StopShowl Clurl Save | Optionl [ ShowHex
[” Save(In Time) I _J

Clear |

The PC serial line is connected to the secondary equipment, and TCP and serial
ports transmit data to each other.

32 TCPRUDPIRETE - [10.10.100.252:8858] Serial-COM3 - SecureCRT
Operate(Q) View(\) Windows(W) Help(H) Language ViR REE BEV) EWO0) £E80 ERQ IEL Z|\H
dClaalaCunnn QClaataSawar 3 StartServer 38 @ | # Connect ¥ | 5 Disconnall %Da\eﬂeCunn % FAR] E;l il BAA % % g|& % ? @ Bﬂi.

Properties B X | /3£1010.100.252:8888 | Serial-COM3 |
£l Client Mode sock+a
: DestTP @
- - 1010100528888 pomE el 2 " 4
L. J Server Mode [” Send Hex [~ Send File]” Send Recsiga eer

ees 5

DestPort.

I Locelbort s /
e [ip -

[7 AtuoCorn

B | s

[T ntoZend

e 0 ns
Di scomect
StopShow | Clear | Save | Option| [ ShowHe

Comt

[ Save (In Tine)
Send ,_m
ockth
Reer [0
Clear

W4 @a @ NDBGL Q@ WSCAN Q@AT+Z @ Wshow QEB
socke+b|
Send Speed(B/S): 0 Receive Speed(B/S): 0 B Serial: COM3 g

4.11. STA HTTP Client Test

HTTP data flow is as following.
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User
Device

UART Send___,
AAA

Send to Server

GET /devices?AAA HTTP/1.1

api-key: AdhQOnojCHf3P
Host:api.heclouds.com

Server Response
HTTP/1.1 200 OK
Content-Length: 3
Connection: close

—_ =

BEE

Send to Server

User
Device

. UART Receive__|  prU
BBE
UART Send
AAA
. UART Receive__|  pTU

EEB

POST /devices HTTP/1.1
api-key: A4hQnojCHTEP
Host:api.heclouds.com
————————Content-Length:3

AAA

Server Response
HTTP/1.1 200 OK
Content-Length: 3
- Connection: close

HTTP
Server

_— .

EEBE

® HTTP GET Test:

Test server address: 115.29.164.59

Test server port: 8432
Path: /iot

Header:

Host:115.29.164.59:8432
Connection: keep-alive

Products setting as following.

HTTP

Server

http://www.iotworkshop.com

40 Copyright © 2013 . All rights



http://www.iotworkshop.com/

-

& Device Setting

r System r SOCKET rWiFi
: i Mode: APSTA -
User: | admin| SOCKET Name: CLENT |+ | [~
Password: | admin] : AP SSID: Ew ok [ Hide
T T — -
HostName: | Ew11] — AP Key: |
Server Addr: | 115.29.164.59 ]
DHCP: : AP Channel: |AUTO |V|
IP Address: | 192.168.18.102| S [Fa a3 STA SSID: | Soneter|
Mask: | 255.255.255.0] Local Port: 0 STA Key: | Soneterl|
Gate Way: | 192.168.18.1 | Keep Alive: 60| | Scan |
DNS: | 223'5'5'5| Time Out: 0
Network Mode: I:D
Longitude: | 0.0|
Buffer Siz 512
Latitude: | 0.0l
£ Hitp Setup X
S —c]
~UART Path: |,-’iot | L
UART No: Host:115.29.164.53:8432 I
Baudrate: Connection: keep-alive
Data Bits:
Stop Bits:
Parity: Confirm | | Cancel | | Detail |
Flow Control: Confirm Cancel | Export | | Import | | VirPath |
Buffer Size: | 512 ‘ ‘ | FSetUpd. | | FsSetClear | [ DiDo |

Server response back and products UART output packet. It filter the HTTP response
header and only output the header.

@ AccessPort - COM4(115200,N,8,1) Opened
Fle Edit View Monitor Jools Operation Help

BOBE% @

Terminal Monitor
H| B hHx ab | 2
Cetmsg=AAA
Cetmsg=AAA
Cetmsg=AAA

Send=> (O Hex (® Char |P_1ain Text V| Send I CJote [Jr1s |I| Max Size < G4ER
m—

msz=hih

Data flow is as following.
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--- Send to Server
. . ) GET /iot?msg=AAA HTTP/1.1
SocketEZ I E: Host:115.29.164.59:8432
UART Send WY HTTP Connection: keep-alive -
mso=AAA 2| PRSI 115.29.164.59 =
User BR&#iH0S: 8432 HTTP
Device Get:msg=AAA € Server
UART Receive HTTPIX & : Server Response
Al GET S 11 HTTP/1.1 200 OK
§% © fiot Hﬁz& Date: Tue, 24 Sep 2019 06:45:37 GMT
1:": R lo Access-Control-Allow-Origin: *
ﬂﬂ!ijﬂ Cache-Control: no-cache
Host:115.29.164.59:8432 Content-Type: application/json;charset=utf-8
c ion: k li Content-Length: 11
onnection: keep-alive Server: Jetty(8.y.z-SNAPSHOT)
! Get:msg=AAA
® HTTP POST Test:
Test server address: 115.29.164.59
Test server port: 8432
Path: /iot
Header:
Host:115.29.164.59:8432
Connection: keep-alive
Products setting as following.
& Device Setting >
System SOCKET WiFi
: i Mode: APSTA -
User: | adm|n| ST e : ode: | | | |
Password: | admin| ) AP SSID: EW 00| [ Hide
oo [
HostName: | EW11| e : AP Key: | |
B : Server Addr: . 115.29.164.59 AP Channel: AUTO | |
IP Address: | 192.168.18.102] Server Port STASSID: | Soneter1|
Mask: | 255.255.255.0] Local Port: STA Key: | Soneter1|
Gate Way: | 192.168.18.1| Keep Alive: | Scan |
DNS: | 223'5'5'5| Time Out:
Metwork Mode I:D Rout:
Longitude: | D.D|
Buffer Size:
Latitude: | 00 | |
£+ Hitp Setup
UART 1 pate [fiot |
UART No:
Host:115.29.164.59:8432
Baudrate: Connection: keep-alive
Data Bits:
Stop Bits:
Parity: * Confirm | | Cancel | | Detail |
Flow Contral: Confirm || Cancel | | Export | | Import | | VirPath |
Buffer Size: ’_ 512 [ | F-Set Upd... | | F-Set Clear | | DiDo |

Server response back and products UART output packet. It filter the HTTP response

header and only output the header.
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@ AccessPort - COM4(115200,N,8,1) Opened

Eile Edit View Monitor Tools Operation Help

@ O

Q87 e

Terminal Monitor
H |[E e ab | 52
Post msg=hh
Send=>  (OHex (®) Char Flain Text ~  [#Eeal Time Send Clear | [ Send | (JorR [JRTS ||| Max Size < 64KB
msz=AA

Data flow is as following.

UART Send

b

User
Device

msg=AAA

UART Receive

€ Post:msg=AAA

HF
DTU

SocketiEIEIRE:

WY HTTP

BR&-a84hit: 115.29.164.59
R&E#imOS: 8432

HTTPIZE !

ZEHRD POST higas: 1.1
B2 Jiot

sk
Host:115.29.164.59:8432
Connection: keep-alive

Send to Server

POST /iot HTTP/1.1
Host:115.29.164.59:8432
Connection: keep-alive
Content-Length:7

msg=AAA

v

4.12. STA MQTT Client Test

Test server address: 112.124.43.15

Test server port: 1883

Device setting is as following.

Server Response

HTTP/1.1 200 OK

Date: Tue, 24 Sep 2019 10:14:10 GMT
Access-Control-Allow-Origin: *
Cache-Control: no-cache

Content-Type: application/json;charset=utf-8

Content-Length: 12
Server: Jetty(8.y.z-SNAPSHOT)

Post:msg=AAA
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“

£ Device Setting £ MQTT Edit
r System r SOCKET
User: | admin| ST D ﬂ Version: |4
Password: | admin| - Ping Time: |60
HostName: | EW11| : T T |%MAC
S Addr: 112.124.43.15 fent Ik
Dabie [z] | | Serverien L nenzea
- User: 111
IP Address: | 192.168.18.102| Server Port | es = |
Mask: | 255.255.255.0] Local Port: 0 | Password: 2222
Gate Way: | 1921 68‘19.1| Keep Alive: 60 Subscribe Topic: |%MAC,-’down
D | 223'5'5'5| Time Out: 0 Subscribe Qos: |0
S [ Publish Topic: |%MAC,-’up
Longitude: 0.0| .
Buffer Size: 512 . .
Latitude: 0.0| P Qe |0
| Newsocker | | SOCKETDel | |
~UART
UART No: [DERT T [+] | rean
Baudrate: [115200 [ ~] IP Address: | 10.10.100.254]
Data Bits: Mask: | 255,255.255.0]
Stop Bts: [ T= | | ower [Enble ]
Parity: . ,—|_| | Confirm | | Cancel | | Detail |
Flow Control: : [ LAN Separate | Export | | Impaort | | VirPath |
Buffer Size: 512 | FSetUpd. | | FsSetClear | [ DiDo |

Use MQTT.fx tools to test, set publish topic to the device Subscribe Topic and the
publish data will be sent to device UART.

® MQTTA - 171

m Extras  Help
]

m Subscribe  Scripts  Broker Status  Log

- o X
SOCKET WiFi
; Mode:
Disconnect @ dminl SOCKET Name: CLUENT || r
— AP SSID: B
B et [
11l [=] AP Key: [
0 £ mQTT Edit X
€  98DB63384CTA/down - @D ows1 ws2 Retained L3 = =
1111 - £ Version [+ -] F
25 L
j| Ping Time: oo | :
4l AccessPort - COM4(115200,N,8,1) Opened - o x| dientiD: [remac | F
Fle Edit View Monitor Tools Operatigpsfelp Mieer [ |
20 0E >
A Password 2222 |
Terminal Monitc \
onitor B bscribe Topic:  [%MAC/down J
B | Bl b ab B
11 » Subseribe Qos: [0 [~]
Publish Topic: [ssmacup |
Publish Qs: o [~
Send=>  (OHex ® Char Flain Text | [AResl Tine Send | Clear [Jote [Jg1s ||| Mex Size < 6418
=
4 DHCP: Enable -
5
Eth War: [Diable [+
&
[JLAN Separate
512| F-Set Upd.
Comm Status CTS ISR FING RLsD (CD) CIS Hold DSK Hold ELSD Hold XOFF Hold P14 pa-
Ready T 133 Rx 7399 COM#4(115200,N.8,1) ¢

Set tools subscribe topic to the device publish topic and the send UART data, the
MQTT.fx tools got the packet.
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@ marTx- 1.7 - u} X
File Extras Help SOCKET WiFi
N Mode:
[ 6 RSN Disconnect @ crirl SOCKET Name: CUENT _[v] l
minl AP SSID:
. . B | et [
Publish m Scripts  Broker Status  Log 11l ﬂ AP Key: [
:l £ MQTT Edit X
98DBE35BACTAN] - st aos? (TN e~ H
98D863584C7A/uD 98D863534C7A/uD @ f| Version: [ [=]
Qos0
Dump Messages | Mute - L1l Ping Time: s |
\ AccessPart - COMA(115200,N,8,1) Opened - O X |chent ID: [semac |
980863584C7AMD | File Monitor Tools Operation Help
:1 ® | User: [ |
Password [2222 |
Terminal Monitor
B[ B e ab B | 2 Subscribe Topic:  [MAC/down |
1 \Subs:nbe Qs o [+]
Publish Topic: [semac/up |
Publish Qos: o [~]
98D863584CTA/Y
Topics Collector (0) Scn | Stp e and=>  OHex @rchar Flain Text v [Redl Tine Send | Clewr | Send | [
19-03-2020 16:30:39
DHCP: Enable  |v| |
a Confirm
Eth Wan: [DabieT~]
Export
a O LAN Separate e
CT3 DSR. RING RISD (D) CT5 Hold ISR Hold RLSD Han F-Set Upd...
£l
Tx 145

4.13. Firmware Upgrade

Firmware download address:

http://www.hi-flying.com/index.php?route=download/category&path=1 3

Webpage Local Upgrade:
PC connect to device, login with device IP(10.10.100.254 or STA IP got from router

{Q) sTatus

] SYSTEM SETTINGS

SERIAL PORT SETTINGS T
Restore + Choose File
1, COMMUNICATION

Backup/Restore Configuration

Backup/Restore Configuration

SETTINGS

OO ADVANCED SETTINGS ¢

Firmware _ Choose File |

Upgrade

OTHERS
® Factory Settings

There is another internal webpage for upgrade the firmware and webpage (external
config webpage as above, this source code is open at our website for customer to

chagne). Login with IP/hide.
< C © F#==| 10.10.100.254/hide

HEEi=: pred IfE

Upgrade application

e ﬂeﬁ&ﬁmx;\

Upgrade customized webpage

“_Webpage file

Firmware file

BEEE | FREFEEAE

® |OTService Remote Upgrade:

Refer to I0TService tools doc for remote upgrade.

By W EE ¢ SEmE @ 2ucETH @ sZms O AAE

http://www.iotworkshop.com 45

Copyright © 2013 . All rights


http://www.iotworkshop.com/
http://www.hi-flying.com/index.php?route=download/category&path=1_3

4.14. Restore to Factory Setting

If device works in STA mode and not yet connect to router AP, do the following
operation to recover and reconfig.
® UART Cli command to reload

«" Serial - COM4 x

EPORT>

show 5Y5 UART SOCK DATA
Restart reload FwUpgrade Debug cfgver
scriptcrc Exit

EPORT=rekiad

EPORT>Reload |
Reoldl L. ..
-

® Reload button to restore to factory setting.
Reload Pin (Button) function:
1.  After module is powered up, long press this button (“Low” > 4s) and loose to make
the module recover to factory setting.

4.15. More Application Case

See following for more.
http://www.hi-flying.com/index.php?route=download/category&path=1 7

—
e & O
i D OneNET
T g HIS SCRIPT ne
Indugtry products application ma., 10T Device Webpage Source Code HIS_Script CMCC OneNET
2020-03-30 2020-01-20 2019-11-14 2018-12-26
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5. HF2221 TEST

HF2221 supports two network ports and two serial ports, and the serial port
parameters of each channel can be independently configured.

1 Device Setting x
r System SOCKET  WiFi
= i Made: AP -
ver [ e oner ame | M
Password: 2dmin AP SSID: HF2221 E6A0] [ Hide
Protocol: TCP-SERVER || . |
HostName: Eport-HF2221 AP Key: |
Server Addr:
TEER [Erable _[~] AP Channel: [suTO [=]
P Address: e STA SSID:
Masl: Local Port: J STA Key:
Gate Way: Keep Alive: 60| | Scan |
DNS: 10.10.100.254 Time Out | 200
Network Mode: Rout
Longitude: 0.0
Buffer Size: 8192
Latitude: 0.0/
| Newsocker | | sOCKETDel |
- UART
UART No: UART1 [+ AN
UART 1
Baudrate: IP Address: 10.10.100.254|
L uaRle
Data Bits: Mask: 235,255,235.0
stop Bits: [ Tv]|  oHen [Enable [~
peiy Eth W [Erobe[v] | | lConfim ] [ Concdl | | o
Flow Contral: Half-Dupl Expart Import
ow Contro [Half-Duplex] v | [JLAN Soparate \ | | | :
Buffer Size: 8192 [ FsetUpd. | [ FsetClear | | VirPath

The data received by the Socket connection channel can also be specified to be
output to any serial port.

1 Device Setting X
- System r SOCKET ~WiFi
User: dmil Mode: AP -
e L el | o oer Name | =]
Password: admin AP SSID: HF2221_EGAD [] Hide
Protocol: TCP-SERVER | v | . |
HostName: Eport-HF2221 AP Key: |
Server Addr: .
DHCP: [Enable |~ AP Channel: [auTo [~]
IP Address: T [Pl STA SSID:
Mask: Local Port: B8040 STA Key:
Gate Way: Keep Alive: 60| | Scan |
DNS: 10.10.100.254) Time Out: ‘ 200
Network Mode: : Rout = ‘ =
Longitude: 0.0 uartl
Buffer Size: ruartz
Latitude: 0.0 =
log
netp2

New SOCKET T“mm

- UART
UART No: luART1  [+| | ruan
Baudrate: [115200  [~] IP Address: 10.10.100.254)
Data Bits: Mask: [ 2552552550
1| | owen rebe <]
Pty FEC e [ | | Lo ] [caned ] [ o
Flow Cantrol: Half-Duplex] | I [ Eeport [ [ impom |
Buffer Size: [ a9 [ FSetUpd.. | [ FsetClear | pibaih
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As shown in the figure below, HF2221 (using the WAN / LAN switchable network port,
close to the DC power input) and PC are connected to the router LAN port.

1P:192.168.83.1

\ Sub:255.255.255.0

=

1P:192.168.83.100

1P:192,168.83.107
SubNet:255.255.255.0

SubNet:255.255.255.0

The tool can find this device.

£ 1L.O.T Service — >
Management (M) Setting (C) Help (H) - 2y
Serial Config Config Status VirPath Disconnected
SN|DevType| MAC Address | HostName 14 Position VirPath Status SW Ver
1|HF2221 |FOFEBBSDEGAD [Eport-HF2221 |192.168.83.107  |Local Online [1.40.3

By default, the two serial ports of HF2221 are 115200 baud rate. The netp connection
channel created by default is connected to serial port 1. Here, a hew communication
channel (up to 5 communication channels can be created), port 8888, connected to serial
port 2.
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¥ Device Setting X

" System  SOCKET - WiFi
User: | admin) SOCKET Name: Mode: = -]

Brssranis admin AP SSID: HF2221 E6A0) [ Hide
Protocol: TCP-SERVER || . |
HostNarme: Eport-HF2221 AP Key: |

Server Addr:

DHCP: [Enable |+ AP Channel: [suT0 [~]

1P Address: S STA SSID:

Mask: Local Port: 8399 STA Key:

Gate Way: Keep Alive: 60| | Scan |
DNS: 10.10.100.254 Time Out: | 200

Network Mode: Rout

Longitude: 0.0
Buffer Size: 8192
Latitude: 0.0

| Newsocker | | sOCKETDel |
-UART
UART No: CLAN
Baudrate: IP Address: 10.10.100.254)
Data Bits: Mask: ’m
Stop Bits: DHCP: :
Parity:

Eth Wan: Enable |~ _ Confim | [ Caned | Detail
\ | |

Flow Control: Half-Duplex : CILAN S . Export Import |
AN Separate

Buffer Size: 819, ‘ F-Set Upd... | | F-Set Clear | VirPath

|

&} Device Setting X
System [ SOCKET WiFi ] |
User: C i 2 New SOCKET X
= — SOCKET Name:
Password: admin| Basic Detail
Protocol: TCPSERVER ||
ostName: po . SOCKETName: ez ]| | Sy Disable [~]
DHCP: [Enable [~ Security Key:
Server Port: Protocol: [TCP-SERVER [~ |
1P Address: Connect Mode: [Aways ]
Mask: Local Port: 8899 Stop Serial:
DNS: 10.10.100.254) Time Out " | Local Port:

HeartBeat Time:

L e
Keep Alive: 60] HeartBeat Serial: |:|
Time Ous O | registvode: [0 T[]
Rout: Regist Code: |I|

™ Client Num: ~ [32

Network Mode: Rout:
Longitude: T
Latitude: [ oq

Buffer Size:

Buffer Size:

[ NewSOCKET | [ SOCKET Del

UART No: UART1 || | [LaN

Baudrate: 115200 |¥] 1P Address: 10.10.100.254)
Data Bits: Mask: 255.255.255]

Step Bl L To] | | onen [Encble =]
pariy: v e Tv] | |[Comim | [ el ][
| |
| |

! 7 Export Import
Flow Control: Half-Duplex| ¥ | T — [ B Linid | :
Buffer Size: 8192 [ FsetUpd... FtetClear | | VirPsth

As shown in the figure below, two sockets communicate at the same time, and the
serial port is transparent.
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M TCPEUDPS

- o

serial-comd - SecureCRT [u] X
CreateConnn &3 CreateServer | 42 < ver 8 @ | 2o + 5 | S Disconnall | $ Deleteconn % | @ | B B Fle Edit View Options Transfer Seript Tools Window Help
Operate(0)  View(\) Windows(W) Help(H) Language x| 2= 3 50 B Enter host <Alt+R> RN - ) 1 @
Properties rx £ 192.168.83.107:8899 | 3£ 192.168.83.107:8888 4 P X|| o serial-com3 x\ 4 b || ¥ serial-com4 x] 40
& Client Mode OCKISOCKL
2 Soainy [ AtwSend Eve [100 ns “
’ 192.168.83.107:8899 lm
P 192.168.83.107:8888 I~ Send Hex [~ Send Filel” Send Received Clear | Opsioammmprre s

DestPort: [5899
I” LosalPart

Jaoot
Type [TcP |
[

T sutoSend

B Server Mode

lsocks

P
Send l—jn—
Clear

¥ TCPaUDPHS

1
rserver 8 @ | 2 C
Help(H)

i} CreateConnn & CreateServer | 32 <

Operate(Q) View() Windows() Language

StopShov | Clear | Save | aption| ™ Showltex

I Save(In Tine}

o

A1

- o

+ % | S Disconnall | 32 DeleteConn &% | @ ‘85

Send commands
UARTL]

Default = @ +++ @a @STA @ WSSSID @ WSKEY @AT+Z @WSCAN @ DEVICE (@ AT+GMR

Ready Serial: COM4, 115200 1, 11 26 Rows, 37 Cols  VT100

CAP NUM

serial-com3 - SecureCRT
Fle Edit Seript Window Help

= 5 G B, Enter host <Alt+R> Lok g 5HE @

View QOptions  Transfer Tools

Properties 2 x

£ 192.168.83.107:8899 3£ 192.168.83.107:8888 |

 serial-com3 x| 4 b || v serial-coms x|

- Client Mode
’ 192.168.83.107:3899
P 192.168.83.107:8888

B Server Mode

DestIP:

EEET
Destbort; [EEE8
[ Lz

Tee [ o]
T htwlom

™ AutoSend

Be f m

I AtueSend Eve [100 ns

[” Send Hex [~ Send File[” Send Receive

[S0cKZ ~ | [SoeKTsoCKT

lsockz

Dizoormest

Comt —
sd B
Reov  [6

Clear

[ Savs(In Tined

StopShow | Clear | Save | Option| [ Showtiex
= |

L

[uART2

v

Default = @ +++ @a @STA @ WSSSID @ WSKEY @AT+Z @ WSCAN @ DEVICE @hAT+GMR
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APPENDIX A:REFERENCES

A.1l. I0TService Test Tools
IOTService Configure Software:

http://www.hi-flying.com/download-center-1/applications-1/download-item-iotservice
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